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Quality Assurance Procedure

Software Development Process and Product Risk Assessment Report 

1.0 Scope

1.1 This document establishes the responsibilities, requirements, and procedure for the generation and maintenance of Software Development Process and Product Assessment Reports. 

2.0 Applicable Documents

QAP 210.0

Software Development Process and Product Risk Assessments




(available in DMIE as DMIE 54432)

DMIE-44452
Software Quality Assurance Planning

3.0 Templates

These are available from the QADC website:

Software Development Process and Product Risk Assessment Worksheet Template

Software Development Process and Product Risk Assessment Report Template (this document)

4.0 Responsibilities

4.1 JPL Software Quality Assurance is responsible to prepare, coordinate and distribute Software Development Process and Product Assessment Reports as defined in QAP 210.0. 

5.0 Requirements 

5.1 Initiation and performance of Software Development Process and Product Risk Assessments as detailed in QAP 210.0 and specified in DMIE-44452.

5.2 Periodic reporting of Software Development Process and Product Risk Assessment findings as defined in this QAP.

6.0 Procedure

6.1 Complete, modify, and/or update the project’s Software Development Process and Product Risk Assessment Report per the attached template. 

Areas requiring unique project information is identified by being bounded by < >.

6.2 Include a report header, on pages 2 through X, that includes:

The project’s name

Software Development Process and Product Risk Assessment Report

The report date

6.3 Include a report footer that provides sequential page numbers for the body of the report.

<Insert Project Name>

Software Development

 Process and Product Risk Assessment Report

<Insert Report Date>

Prepared By

<Insert Responsible Engineer(s)>

Software Quality Assurance 

JPL

Jet Propulsion Laboratory

4800 Oak Grove Drive

Pasadena, CA 91109-8099

Change History

Report Date                                          Change Summary

  XX/XX/XX
Initial Release

Table Of Contents
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1.0
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Appendix  <Insert Design Agent Name> Software Development Process and Product Risk

                  Assessment Worksheet.

1.0 Assessment Scope

It is the intent of JPL management that each major project’s software development process and products be evaluated.  These evaluations are accomplished to gain high confidence in the probability that software products developed for use in JPL applications will provide for overall mission success.  One aspect of this evaluation is the performance of a Software Process and Product Assessment by JPL Software Quality Assurance.  The assessment activity is performed in accordance with DMIE-44452, Project Software Quality Assurance Planning. 

Software Process Risk Assessments are accomplished to verify that a project’s software implementation planning defines a well-structured software development methodology that makes effective use of JPL resources.  The primary goal of the JPL software development process is to produce a software end product that complies with all customer and JPL internal requirements.  The accomplishment of this goal provides high confidence that the resultant software product will enable mission success.

Software Product Risk Assessments are accomplished to verify that the software implementation is being, or has been, accomplished as defined by the applicable project implementation planning.

A direct result of both Software Process and Product Assessments is information relating risk areas noted and recommendations to mitigate those risks.  Risk related data is then presented to project and JPL management.  During these meetings appropriate management levels will authorize the expenditure of required resources to mitigate or accept the risk. JPL Software Quality Assurance maintains records of actions taken.   

2.0 Assessment Process Overview

 Software Process and Product assessment activities are performed using a standard assessment checklist (The Software Development Process and Product Risk Assessment Work Sheet).  It is intended that a unique checklist instance will be completed for each software design agency and/or application being scrutinized.

Checklist questions were compiled from JPL documentation.  These items include the JPL Software Development Process Description (D-15378) and Software Development Principles for Flight Systems (Draft).  The source of each question is identified to the parent document and paragraph.  The checklist has been formatted so as to accommodate it’s use incrementally through out the software development life cycle.  Questions are also keyed to the category of software being developed.  In this way, development assessment rigor will be tailored to software product category under development.     

The objective of maintaining the Software Development Process and Product Risk Assessment Work Sheet is the determination of project related risks.  Risks identified may be caused by the development methodology employed, tools utilized, and/or by subsequent process execution.  Risks identified will be categorized, documented and analyzed.  Risk analysis will include risk categorization relating to potential impact on mission success, schedule and/or cost.  An attempt to quantify the degree of risk will be accomplished where appropriate.  Risk mitigation can then also be quantified as projected additional schedule spans and/or headcount required to finalize the development process.  Data used to quantify risks will be taken from either JPL data or published academic works.  Due to the large quantity of questions to be employed, it is indented that the risk analysis for each question will be accomplished on an as needed basis.  Each risk analysis will be archived in a knowledge base to provide for future use.  

Recommendations to mitigate potential risks will be included.  This may include the recommendation to modify the development process, add SQA support, and/or accomplish IV&V. 

3.0 Reference Documents

Documents referenced herein, to the revision noted, were used as a basis for the <Insert project name> Software Development Process and Product Risk Assessment.   

Document                                        Title                               

D-15378D
JPL Software Development Process Description

Draft

JPL Software Development Principles For Flight Systems    

DMIE-44452
JPL Project Software Quality Assurance Planning Policy

V10/11/00 
Software Development Process and Product Risk Assessment Work Sheet


< Insert additional documents as required >

4.0 <Insert Project Name> Mission Overview


<Insert Project Mission Overview>

4.1 Mission Phases <optional>


<Insert Text Relating Mission Phases> 

5.0 <Insert Project Name> Project Activities

Activities to be accomplished during the <Insert Project Name> software development Life Cycle are itemized in the Software Development Process and Product Risk Assessment Work Sheet.  While mapping those actions against Deep Impact Software Management Planning documentation the following issues were raised:  

5.1 Software Development Process and Planning Issues 

 < Insert an overview of the Software Development and Management Planning activities.  At a minimum, the Software Management plan(s) initiated for the project and development activity(s) design agent and development location shall be defined.> 

5.1.1 <Insert process issue title>
<This section represents process issues identified on the Software Development Process and Product Risk Assessment Work Sheet.   Include issues in the order they appear on the Software Development Process and Product Risk Assessment Work Sheet.>  

Issue: 

< Insert a summary of the process issue identified on the Software Development Process and Product Assessment Risk Work Sheet. Include a reference to the Software Development Process and Product Risk Assessment Work Sheet instance(s) and the applicable question numbers.  Example - JPL/Ball RN 1.1, 1.1.2, 1.1.3. The cross reference becomes extremely valuable and provides labor saving when maintaining this report. >     

Risk: 

< Insert a summary of the apparent risk(s) that has been raised as a result of the issue listed above.> 

Recommendation: 

< Insert a summary of recommended actions intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Action:

< Insert a summary of the actions taken, or to be taken, that are intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Status:

< Insert the current status of the issue identified. Valid issue status is as follows:

Open = The issue has been raised. Action to mitigate the

       apparent risk has not yet been determined.  

Identified = The issue has been raised. Action to mitigate the

             apparent risk has been identified.  

In-Process = The issue has been raised. Action to mitigate the

             apparent risk has been identified and currently in

             work.

Closed = Action to mitigate the apparent risk is complete.

         The issue identified has been resolved.>

5.1.2 <Repeat and include process issues as required>
5.2 Software Product Implementation Issues 

 < Insert an overview of the Software Development Product Implementation activities.> 

5.2.1 <Insert product issue title>
<This section represents product issues identified on the Software Development Process and Product Risk Assessment Work Sheet.   Include issues in the order they appear on the Software Development Process and Product Risk Assessment Work Sheet.>  

Issue: 

< Insert a summary of the product issue identified on the Software Development Process and Product Risk Assessment Work Sheet. Include a reference to the Software Development Process and Product Risk Assessment Work Sheet instance(s) and the applicable question numbers.  Example - JPL/Ball RN 1.1, 1.1.2, 1.1.3. The cross reference becomes extremely valuable and provides labor saving when maintaining this report. >     

Risk: 

< Insert a summary of the apparent risk(s) that has been raised as a result of the issue listed above.> 

Recommendation: 

< Insert a summary of recommended actions intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Action:

< Insert a summary of the actions taken, or to be taken, that are intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Status:

< Insert the current status of the issue identified. Valid issue status is as follows:

Open = The issue has been raised. Action to mitigate the

       apparent risk has not yet been determined.  

Identified = The issue has been raised. Action to mitigate the

             apparent risk has been identified.  

In-Process = The issue has been raised. Action to mitigate the

             apparent risk has been identified and currently in

             work.

Closed = Action to mitigate the apparent risk is complete.

         The issue identified has been resolved.>

5.2.2 <Repeat and include product issues as required>
6.0 JPL Software Quality Assurance Activities

The application of Software Quality Assurance provides many risk reducing, value added activities, the levels of which must be matched to the specific project/task needs and constraints.  The following provides a compilation of SQA activities recommended for the <insert project name>.  These activities where chosen because of their ability to assure a compliant software product and reduce mission risk.

6.1 Software Development Process and Product Risk Assessment

Update the Software Development Process and Product Risk Assessment work sheet for <insert development effort name(s)> development efforts.  Publish reports relating new issues noted and the current status of preexisting concerns.  This activity shall be accomplished, at a minimum, at each major product life cycle milestone. 

6.2 JPL Software Plan Quality 

Initiate, and update as required, an SQA Plan that delineates the SQA activities to be accomplished for the <insert project name> software development effort.  An overview of Software Quality Assurance activities, by phase, are listed below:

6.2.1 <Insert Development Phase Name>

<Insert activities to be performed by JPL Software Quality Assurance during this development phase>

6.2.2 <Repeat development phase as required>

7.0 NASA Independent Verification  & Validation Recommendations

<This section represents process and/or product issues identified on the Software Development Process and Product Risk Assessment Work Sheet where risk mitigation has included the involvement of NASA Independent Verification and Validation services. Include issues in the order they appear in the Software Development Process and Product Risk Assessment Work Sheet.>

7.1 <Insert process or product issue name>

Issue: 

< Insert a summary of the process or product issue identified on the Software Development Process and Product Risk Assessment Work Sheet. Include a reference to the Software Development Process and Product Risk Assessment Work Sheet instance(s) and the applicable question numbers.  Example - JPL/Ball RN 1.1, 1.1.2, 1.1.3. The cross reference becomes extremely valuable and provides labor saving when maintaining this report. >     

Risk: 

< Insert a summary of the apparent risk(s) that has been raised as a result of the issue listed above.> 

Recommendation: 

< Insert a summary of recommended NASA Independent Verification and Validation actions intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Action:

< Insert a summary of the NASA Independent Verification and Validation actions taken, or to be taken, that are intended to mitigate the apparent risk(s) that has been raised as a result of the issue listed.>

Status:

< Insert the current status of the issue identified. Valid issue status is as follows:

Identified = The issue has been raised. Action to mitigate the

apparent risk using NASA Independent Verification Validation activities has been identified. 

In-Process = The issue has been raised. NASA Independent 

     Verification and Validation action to mitigate the

             apparent risk is currently in work.

Closed = Action to mitigate the apparent risk is complete.

         The issue identified has been resolved.>

7.2 <Repeat and include process/product issue(s) as required> 

8.0 Software Development Process and Product Assessment Summary 

< Include a summary statement of the project’s development effort and risk assessment status.  Provide information as to how the assessment will aid the project team in focusing and prioritizing critical areas.  How resulting action, when completed, will further assure mission success.  This area also provides the opportunity to reflect on the lessons learned during performance of the assessment.

Risks are to be listed by priority.  Most critical first.  >

Priority
Report Para.
Risk Topic
Risk Level

1

<Insert risk topic>
H

2
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9
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17




Risk levels are categorized as:

High 

when the risk mitigation identified has not been implemented and the issue significantly affects the current project’s software development phase.

Medium 

(1) when the risk mitigation identified is in process of being implemented and the issue affects the current project’s software development phase.

(2) when the risk mitigation identified has not been implemented and the issue affects a project’s future software development phase.

Low 

when the issue identified does not impair mission safety but does affect the project’s software development process cost and/or schedule.

Appendix <Insert Letter> 

 <Insert Design Agent Name> Software Development Process and Product Assurance Risk Assessment Work Sheet
<Insert Work Sheet Body> 
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