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Abstract

The third quarter delivery, FY’00 for this RTOP is a Vulnerability Matrix report.   The vulnerability matrix contains the list of NASA’s top 50 vulnerabilities that each Center scan’s for to assess the security of their systems and to report to Congress.  The report is a web site containing a database of vulnerabilities called a vulnerability matrix.  The vulnerability matrix lists vulnerabilities by name and ranks them.  The vulnerability matrix contains a description of the vulnerability, the Common vulnerabilities and Exposures (CVE) dictionary listing, any associated code used to attack the vulnerability, and other pertinent information.  The vulnerability matrix is an on-going effort which, although delivered, will now be continually updated by UC Davis and incorporated into the UC Davis DOVES database and, with JPL and NASA approval, provided to the SANS organization to provide access to it by the network security community.

Keywords:   Software safety, software engineering, survey, directions

Deliverable Contents / Attachments

The vulnerability matrix is a report of vulnerabilities used to compromise systems and applications or to disrupt services they provide.
 The vulnerability matrix contains the list of NASA’s top 50 vulnerabilities each Center is required to scan their systems against in order to assess the security of their systems.  The report is a web site containing a database of vulnerabilities called a vulnerability matrix.  A graphic of the web site is depicted below:
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‘Welcome to the Testing Project!

Computer Security Laboratory
Depertment of Computer Science
University of California at Davis

intrusions have shown that applications can enable back doors into otherwise secure systems. Lack of software
ecurity poses a isk to both controlled and non-controlled systems. Data may be lost or corrupted.,

Our base is a set of computers used for development at NASA's Tet Propuision Laboratory. This sidy proceeds in
three phases

irst, NASA/TPL and UC Davis are developing an iniial assessment of systems and application winerabilies to
etermine the areas of greatest security weaknesses. This willIet us select software to develop our methodology
against. It wil also allow MASA/TPL to derive benefit as quickly as possible

These web pages contain information about the project. Please explore them!

Weinberg's Second Law: If builders built b
come along i

ildings the way programmers wrote programs, then the first
i

Matt Bishop
Department of Computer Science
3050 Engineering Uit Il
phone: +1 (530) 752-3060
Jax: +1 (530) 752-4767

mail: bishop@cs.ucdavis.adu
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Figure 1

(Vulnerability Matrix – Opening Page)

The opening page describes the project and links to the matrix and other ongoing RTOP activities conducted by UC Davis.

The vulnerability matrix lists vulnerabilities by name and ranks them as shown below:
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AV Translation

Part 1: Vulnerabilities Li

NASA has given us a st of their 50 top vulnerabilties. The following table summarizes them, and adds pointers to
OVES enries

No.[  Vulnerability Name Vulnerability Class Description
1[BackOsifice Backdoors Back Orifice defaultinstallation

2 |Getadmin Present Backdoors (GetAdumin utity present
NefBus trojan horse allows complete remote control
3 NetBus Backdoors of Windows systems
4 |defrezec [Brute Force Rexec default account accessible
5 [deftel [Brute Force Telnet default account accessible
6 TelnetOpen [Brute Force Telnet available with no login
Giimpse HTTP aghmpse remote execution
7| Aglimpse CGL-Bin ‘wilnerability
[AnyForm CGI script allows remote execulion of
8| AnyForm CGL-Bin arbitrary commands
9 |Campas CGLBin (Campas cgi-bin file executes remote commands

Testcounter CGI program allows remote command
10 |CGI Testcounter CGL-Bin execution

11 [esiexec CGLBin (CGI program executed an arbitrary command
12 CGLBin [FormMail remote execution
13 [GuestBookCheck CGLBin Guestbook could allow execut.

Glimpse HTTP aghmpse remote execution
14 HTTP Glimpse Vunerabiliy  |CGL-Bin wlnerability
15 [PHPBufferOverflow CGLBin [php.cgi buffer overflow
16 [wuincei CGLBin CGL-BIN programs vulnerable

[Phone book CGI phe allows remote execution of
17 fmulnphf CGL-Bin arbitrary commands

Rlogin -froot command could allow remote root

18 rlogin Daemons access
19 fip Dacmons TFTP

20 popimay E-mail [Popd buffer overflow winerabilty (second writeup)
21 [smip_outdated E-mail ‘Sendmail daemon outdated

22 [fippless FTP [FTP daemon with no password =l
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Figure 2

(Ranked Vulnerability List)

The vulnerability matrix contains a description of the vulnerability, the Common vulnerabilities and Exposures (CVE) dictionary listing, any associated code used to attack the vulnerability, and other pertinent information as follows:
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-~ GetAdmin

Vaulnerability Description

- Brief description: program gives Adminisicator rights
)}

Full description: Getadmin.exe attaches to the WinLogin process, which is running in the system's security contest.
1t then malkes standard AP calls that add the specified user to the administrators group.

~ Any account that has rights to "Debug Programs” will lways be able to run Getadmin.exe successfully because the
~ "Debug Programs" sight allows a user to aftach to any process. The "Debug Programs* right i inifially granted to
- Administrators and should be only granted to fuly trusted users. Members of the administrators group always have the
sights to make the calls GetAdmin.exe needs in order to succeed. So, if an account in that group runs Getadmin.exe
it works

I}IIE,I.l

Getadmin.exe must be executed locally and works for accounts on a workstation or member server and for domain
accounts on a primary domain controller (PDC). The uiity does not finction on a backnp domain controller (BDC)
becase the account database on a BDC is read oly. The only way to use GetAdmin to modiy a domain account
database s to log on to a primary domain controller and run the utliy locally on the PDC:

Getadmin.exe works becanse of a problem in a low-level kemel routine that causes a global flag to be set which
allows calls toNtOperProcessToken to succeed regardiess of the current users permissions. This in turn allows a user
o attach to any process running on the system, inchuding a process running in the system's security contest, such as

| WinLogon Once attached to such a process, a thread can be started in the security context of the process.

WinLogin process, NiOpenProcessToken

Systems: Windows NT 4.0 (workstation, server, and terminal server edifions) with SP-2 or earler, or with stndard
~ 5P-3 pateh (there s a version of SP-3 fo this problem), notin Windows T 3.51

T ]
" Effect(s) of exploiting: The user acqires Administrator privileges





Figure 3

(Vulnerability Description and Pertinent Information)
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A See which users have Administrator privileges on the host
1. From the Start menu, choose Programs=Adsministrative Tools>User Manager.
2. Go to *PoliciesfUser Rights" and check who has Adminisirator privileges

A There is no administrative fix, but there is a patch.
1. Download and install SP-4,

Other information: The Registry keys accessed are: Policy key, Secusity policy description key, unlnown,

DCS Classification(s):

* CVE Number: cve-1999-0496 -- A Windows NT 4.0 user can gain aduiristrative sights by forcing
NiOpenProcessToken to succeed regardless of the user's permissions, aka GetAdmin.

Attack: The attack tool is available from Fravia o from Pete Shipley

=
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Figure 4

(CVE Dictionary Listing)
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xploit Information

int i
DUORD handle=n

stack(0]
stack[1]

return TRUE;

)

1;% S —

~ . uchor: Costin RAIU

DUORD callmmber =
DUORD stack[32] :

CHAR string[255];

]

-55;. Attack: The attack tool is available from Fravia or from Pete Shipley
x

~ Hereis the code, by Konstantin Sobolev. Call

hangeNtGlobalF lag (GetNtGlobalF lagPer (1) ; where:

if (1pNEGlobalFlag) return O;

(DUORD) string;
(DUORD) chandle; //PNEGLobalF lag;

£or (1=0;1 <= DX100;i++)
f
sprintf(string, "NT now cracking... pass %d",i);

if (handle € OX£0D) (

stack[1] = (DUORD)pNtGlobalFlag+l;
)
_amm
mov eax, callnumber;
mov edx, stack;
lea edx,dvord prr [stack];
int Oxze:
)
if( stack[1] == pNtGlobalFlag+l] break:

[Document: Done

|

" get adminisirator rights on a hotfized machine, run crasid.exe then run getadmin.exe . Exploit code follows





Figure 5

(Exploit Code)

The vulnerability matrix is an on-going effort which, although delivered, will now be continually updated by UC Davis and incorporated into the UC Davis DOVES database and, with JPL and NASA approval, provided to the SANS organization to provide access to it by the network security community.

The vulnerability matrix is intended to provide software developers information on how software is compromised through various programming errors.  The matrix information is also intended to be used to help test for properties in code that allow it to be exploited.  The property-based testing tool, the Tester’s Assistant and other tools that are currently being collected, along with model checking, will be able to use this information to test for these and other types of vulnerabilities and those conditions in software code that allow it to be exploited.  

The current web site where the vulnerability matrix is located is at UC Davis at http://seclab.cs.ucdavis.edu/projects/testing/.  This web site and the vulnerability matrix database will continue to be updated.  The original site will be preserved on the JPL Network and Computer Security (NCS) web site as well at http://security.jpl.nasa.gov.  

If JPL and NASA approval is granted, the vulnerability matrix will be maintained by UC Davis and the SANS Organization (System Administrators’ and Network Security) and made available for the internet community.

Currently, JPL Document Review is reviewing the UC Davis web site containing the vulnerability matrix for external release.
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